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ABSTRACT

Comprehensive studies have been done to develop strong encryption technology,
which plays a vital role in multimedia transmission and communications. High
robustness against various types of attacks is the main requirement of any encryption
method. Many algorithms have been suggested for encryption, but most of them
suffer from weak efficiency. In this paper, two proposed algorithms for color image
encryption will be provided to get high robustness against composite attacks with
improved performance. The composite attacks might be in one of two different
forms: friendly or hard. Encryption techniques could be represented by hybrid of
steganography and watermarking. Discrete Wavelet Transform (DWT) and Discrete
Cosine Transform (DCT) have been used for image transformation with the
proposed techniques. After intensive comparative studies with some traditional
methods, it has been got that the new algorithms have given better performance over
that of the traditional ones.

Commons Attribution-Share Alike 4.0

International Public License (CC BY-SA . .
4.0) KEYWORDS: Image encryption, Steganography, and Watermarking.

1. INTRODUCTION

In today's rapidly advancing technological landscape, ensuring the security of
information has become paramount. With various methods available for data transfer,
encryption has emerged as a critical component in safeguarding sensitive information [1].
Encryption techniques have proven to be effective means of validation and data protection [2,
3]. Steganography, a scientific method within the realm of information security, offers another
layer of protection. Additionally, watermarking can be integrated with steganography to further
validate and secure data. In watermarking, a signature is embedded within a digital image,
either visibly or invisibly. On the other hand, steganography involves concealing the original
image within a cover image to thwart potential hackers, resulting in what is known as a stego
image [4 — 21].

This paper proposes two techniques for color image encryption, both leveraging a
combination of steganography and watermarking using chaotic maps as random keys. Six
different chaotic maps are employed, each with varying parameters, to establish robust data
encryption. Performance evaluation against composite attacks is conducted using eight metrics.
In one method, two chaotic maps of the same type are used to multiply the original color image.
The proposed techniques employ Discrete Wavelet Transform (DWT) in one approach and
Discrete Cosine Transform (DCT) in the other.
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The primary contribution of this research lies in offering a resilient image encryption
solution capable of withstanding diverse attacks. Subsequent sections will delve into the
literature review, the proposed encryption methods, simulation results and discussions, and
finally, the conclusion.

2. RELATED WORKS

In 2013, Roy and colleagues introduced an edge adaptive image steganography method
known for its high fidelity and effective imperceptibility against steganalysis attacks [22]. The
following year, a secure LSB technique is provided for image steganography utilizing the
concept of non-linear dynamic systems (chaos) [23]. In the same year, B. Muhamed, et al.
focused on Zerosteganography, a technique imperceptibly embedding data without altering the
cover image, thus bypassing steganalysis [24]. Hussain, in 2014, proposed an optical image
encryption algorithm by embedding a secret image into a cover image to create a stego-image,
subsequently encrypted using DRPE and chaotic substitution box transformation [2].

In 2015, Benrhouma et al. introduced a semi-fragile watermarking and encryption
scheme for digital images [25]. Aziz, M. et al., in the same year, presented a robust, efficient,
and high-capacity steganographic algorithm capable of embedding grayscale and color images
into a color image [5]. Zear et al. in 2016 devised a novel multiple watermarking method based
on DWT, DCT, and SVD, employing Back Propagation Neural Network [26]. Rajendran, S et
al. reviewed a symmetric key-based image hiding technique in 2016, utilizing pseudo-random
keys generated from a 1D logistic map to choose pixel positions for hiding secret images [27].

In 2017, M. Abdur, et al. proposed a blended security technique for digital image
security, integrating encryption, steganography, and watermarking in three phases [28]. H.
Muhamed, et al. conducted a comprehensive review of image steganography in the spatial
domain in 2018, analyzing studies from 2014 to 2017 to explore challenges in the field [29].
V. Yosef, et al. introduced a new steganography technique in 2018 based on a 3D sine chaotic
map to enhance algorithmic security [30]. Finally, in 2019, A. Muhamed, et al. proposed an
optical image encryption relying on DDCHP and DRPE [31].

3. THE PROPOSED TECNIQUES

This section delves into the key stages of a hybrid watermarking and steganography
approach. Initially, to create the stego image, the original image is concealed within the lower
pixel range of the cover image. Subsequently, the image undergoes multiplication by two
sequential chaotic maps. Following this, either Discrete Wavelet Transform (DWT) or Discrete
Cosine Transform (DCT), depicted in Fig. (1) and (2) respectively, is applied to generate the
encrypted image by the conclusion of the encryption process. Lastly, the encrypted image is
embedded to produce the encrypted watermarked image. The reversal of these steps, as
depicted in Figures (1) and (2), enables the retrieval of the decrypted image. The equation of
DWT could be expressed as:

Wi = ) x[n]¥;,[n] 1)
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Where W; , are the wavelet coefficients, x[n] is the original image, and ¥; ,[n] are the discrete
wavelet functions

In addition, the equation of DCT could be expressed as:

X[k] = a(k) Nz_:l x[n] cos [% (n + %) k] (2)
n=0

Where, X[k] is the DCT coefficient at index k, x[n] is the original image, and a(k) is the
normalization factor.
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Fig. 1: Block diagram of DWT based proposed technique.
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4, RESULTS AND DISCUSSIONS

4.1. Data Collection

The effectiveness of the suggested techniques has been evaluated using an original
color image, a cover image, and a host image. These images are depicted in Fig. (3), while their
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(b)
Fig. 4: Image Histogram for; (a) Original Image (1), (b) Cover image (2), and (c) Board Image.

4.2. Performance Metrics

The performance is evaluated using various metrics; elapsed time, MSE, CC, PSNR,
NPCR, UACI, Entropy, and histogram analysis [32].

4.3. Simulation Results and Discussions

In this section, the simulation results of the proposed hybrid steganography and
watermarking based encryption technique will be discussed. All experiments have been
performed using the same computer and our computer most of the time has been connected to
the internet.

4.3.1 Friendly Attacks

Friendly type of attacks could be represented by imposing attacks to the encrypted
image. All results have been demonstrated in case of Gaussian noise because it has been more
serious than other types of noise such as; salt & pepper noise and speckle noise. In this
subsection the performance measurements and the simulation results will be presented in two
phases; (a) by adding host image (board image) to the original color image to make the data
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more secure from hacker attacks and to get high robustness against composite attacks, and (b)
without adding host image.

= By Adding Host Image

Figs. (5-8) illustrate that the proposed technique achieves a uniform distribution of
histograms for encrypted images when utilizing the Chirikov map as an encryption key
compared to other methods. It is recommended to employ the Chirikov map, particularly in
scenarios involving Gaussian noise, when combining the host image with the original one to
mitigate friendly composite attacks. While the study primarily focuses on Gaussian noise, it
also encompasses various noise types, including salt and pepper as well as speckle noise, for
comprehensive evaluation. Notably, the assessment reveals that the DCT based technique
yields superior results compared to the DWT based approach, ensuring fair judgment across
different noise scenarios.

(d)

Fig. 5: Image Histogram for; (a) Original Image (1), (b) Cover image (2), and (c) Board Image.
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Fig. 6: The histogram of (a) original (b) encrypted and (c) decrypted images for DCT based
technique.

SINALI International Scientific Journal (S1SJ), 2024, 1 39 Online ISSN: 2974-3273



SINAI International Scientific Journal (SI1SJ)

SU

Vol.1 Issue 1, July 2024

SINAI INTERNATIONAL
SCIENTIFIC JOURNAL

()

(® ®

Fig. 7: (a) original, (b) stego (c) LL, (d) LH, (e) HL, (f) HH of encrypted, (g) watermarked image,
and (h) decrypted image for DWT based technique.

From these measurements shown in Figs. (9-12), we found that the Chirikov Map has
provided minimum Elapsed time for DCT-based method, Quadratic map has given the closer
value to one for cross correlation coefficient, the least MSE and closer value for UACI to
practical value of 33% and Henon map has achieved the largest PSNR.
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Fig. 8: The histogram of (a) original, (b) encrypted, and (c) decrypted image for DWT based
technique.
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Fig. 9: Time and CC measurements for DCT based technique.
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Fig. 10: UACI and Entropy measurements for DCT based technique.
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Fig. 11: PSNR for DCT based technique.
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Fig. 12: MSE measurements for DCT based technique.
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Fig. 13: Time and CC measurements for DWT based technique.
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Fig. 14: UACI and Entropy measurements for DWT based technique.
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Fig. 15: PSNR for DWT based technique.
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Fig. 16: MSE measurements for DWT based technique.

From measurements shown in Figs. (13-16), we found that Logistic map has provided
minimum elapsed time and largest PSNR for DWT-based method, Chirikovtan map has given
the closer value to one for cross correlation coefficient, Ikeda has achieved the least MSE and
Henon map has provided the closer value for UACI to practical value of 33%.

= Without Adding Host Image

(b)
(a) (d)

Fig. 17: (a) original, (b) stego, and (c) watermarked image (d) decrypted image for DCT based
technique.
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Fig. 18: The histogram of; (a) original (b) encrypted and (c) decrypted images for DCT based
technique.

(e) (f) : (h)

Fig. 19: (a) original (b) stego (c) LL, (d) LH, (e) HL, (f) HH of encrypted, (g) watermarked image,
and (h) decrypted images for DWT based technique.

Figs (17-20) reveal that the proposed technique achieves a more uniform histogram
distribution for encrypted images using the Chirikov Map, regardless of whether DCT or DWT
based techniques are employed, effectively countering friendly composite attacks. Given the
consistent uniformity in histogram distribution, it is recommended to utilize the Chirikov Map
as a defense against friendly composite attacks, particularly in scenarios involving Gaussian
noise, for both DCT and DWT based methods. Additionally, it is noteworthy that the DCT
based technique outperforms the DWT based technique even without the inclusion of a host
image.
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Fig. 20: The histogram of; (a) original, (b) encrypted, and (c) decrypted images for DWT based
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Fig. 21: Time and CC measurements for DCT based technique.
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Fig. 22: UACI and Entropy measurements for DCT based technique.
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Fig. 24: MSE measurements for DCT based technique..

From measurements shown in Figs. (21-24), it has been found that Logistic map has
provided minimum elapsed time for DCT-based method, the largest PSNR and the least MSE
and Henon map has given the closer value to one for cross correlation coefficient and the closer
value for UACI to practical value of 33%.
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Fig. 25: Time and CC measurements for DWT based technique.
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Fig. 26: UACI and Entropy measurements for DWT based technique.
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Fig. 27: PSNR for DCT based technique.
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Fig. 28: MSE measurements for DWT based technique.

As depicted in Figs. (25-28), various maps exhibit distinct performance metrics within
the context of DWT-based method: Chirikovtan map demonstrates minimal elapsed time,
Logistic map approaches a correlation coefficient closer to one, Chirikov achieves a UACI
value closer to the practical benchmark of 33%, and Quadratic map yields the highest PSNR
alongside the lowest MSE. Both DCT and DWT based techniques demonstrate enhancement
ratios compared to traditional methods. Specifically, concerning the Chirikov map, the DCT-
based approach showcases approximately a 39.4% improvement in MSE, a 35% enhancement
in PSNR, and approximately a 92.6% improvement in UACI. Conversely, the DWT based
technique with the Chirikov Map yields enhancement ratios of 39% in MSE, 4.9% in PSNR,
and 61.8% in UACI.

4.3.2. Hard Attacks
= By adding Host image

In this section the performance measurements and the simulation results will be
presented in two ways; (a) by adding host image to make the data more secure from hacker
attacks and to get high robustness against composite attacks, and (b) without adding host image.
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Fig. 29: (a) original, (b) stego, and (c) watermarked image (d) decrypted images for DCT based
technique.
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Fig. 30: The histogram of; (a) original (b) encrypted, and (c) decrypted images for DCT based
technique.
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Fig. 31: (a) original, (b) stego (c) LL, (d) LH, (e) HL, (f) HH of encrypted, (g) watermarked
image, and (h) decrypted images for DWT based technique.
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Fig. 32: The histogram of; (a) original (b) encrypted, and (c) decrypted images for DWT based
technique.

The analysis of Figs (29-32) reveals that both DCT and DWT-based methods offer a
more uniform histogram distribution for encrypted images when employing the Chirikov map,
effectively countering hard composite attacks. Furthermore, in the comparison between DCT
and DWT-based methods against hard composite attacks, it was observed that the DCT-based
technique exhibited superior performance compared to the DWT-based approach
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Fig. 33: Time and CC measurements for DCT based technique.

From measurements shown in Figs. (33-36) it has been found that Chirikov map has
provided minimum elapsed time for DCT-based method, while Quadratic map has given the
closer value to one for cross correlation coefficient, the largest PSNR and the least MSE,
Logistic map has given the closer value for UACI to practical value of 33%.
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Fig. 34: UACI and Entropy measurements for DCT based technique.
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Fig. 35: PSNR for DCT based technique.
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Fig. 36: MSE measurements for DCT based technique.
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Fig. 37: Time and CC measurements for DWT based technique.

Based on the measurements illustrated in Figs. (37-40), the DWT-based method
exhibits superior timing characteristics and closer cross-correlation coefficients. The Chirikov
map demonstrates the highest PSNR and the lowest MSE, while the Henon map approaches a
UACI value closer to the practical benchmark of 33%. Notably, under rigorous attack
scenarios, the proposed technique outperforms traditional methods across most efficiency
metrics, except for R. The utilization of this proposed technique consistently yields
enhancement ratios across various performance metrics. Specifically, for the Chirikov map, the
DCT-based approach shows approximately 13% improvement in MSE, a 9.9% enhancement
in PSNR, and around a 71% improvement in UACI. Conversely, the DWT-based technique for
the Chirikov map achieves enhancement ratios of approximately 8.78% in MSE, 5% in PSNR,
and 62.8% in UACI.
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Fig. 38: UACI and Entropy measurements for DWT based technique..
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Fig. 39: PSNR for DWT based technique.
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Fig. 40: MSE measurements for DWT based technique.

= Without adding host image

(a)

Fig. 41: (a) original, (b) stego, and (c) watermarked image (d) decrypted images for DCT based
technique.
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Fig. 42: The histogram of; (a) original (b) encrypted, and (c) decrypted images for DCT based
technique.
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Fig. 43: (a) original, (b) stego (c) LL, (d) LH, (e) HL, (f) HH of encrypted, (g) watermarked
image, and (h) decrypted images for DWT based technique.
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Fig. 44: The histogram of (a) original (b) encrypted, and (c) decrypted images for DWT based
technique.
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Fig. 45: Time and CC measurements for DCT based technique.
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Fig. 46: UACI and Entropy measurements for DCT based technique.
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Fig. 48: MSE measurements for DCT based technique.
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Fig. 49: Time and CC measurements for DWT based technique.

From measurements shown in figures (45-48) it has been found that Quadratic map has
provided minimum elapsed time for DCT-based method, Chirikov map has given the closer
value to one for cross correlation coefficient, the largest PSNR and the least MSE and Ikeda
map has given the closer value for UACI to practical value of 33%.
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Fig. 50: UACI and Entropy measurements for DWT based technique.
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Fig. 51: PSNR for DWT based technique.
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Fig. 52: MSE measurements for DWT based technique.

Analysis of measurements presented in figures (49-52) indicates notable performance
attributes of the Chirikovtan map within the DWT-based method. Specifically, it demonstrates
minimal elapsed time, a correlation coefficient closer to one, the highest PSNR, and the lowest
MSE. Additionally, when utilizing the Chirikov map, it achieves a UACI value closer to the
practical benchmark of 33%. Overall, both DCT and DWT based techniques exhibit enhanced
performance ratios compared to traditional methods. For instance, with the Chirikov map, the
DCT-based approach demonstrates approximately a 91% improvement in MSE, a 9.9%
enhancement in PSNR, and about a 71% improvement in UACI. Conversely, the DWT-based
technique with the Chirikov Map yields enhancement ratios of 8.7% in MSE, 5% in PSNR,
and 61.7% in UACI.

5. CONCLUSION AND FUTURE SCOPE

With the continuous proliferation of information technology, safeguarding data during
transmission from unauthorized access has emerged as a crucial concern. Consequently, the
development of techniques capable of securing data and defending against various forms of
attacks has become imperative. This paper introduces a proposed technigue that combines
steganography and watermarking for digital color images. The randomness inherent in these
techniques is achieved through the use of six different chaotic maps for generating random
keys. These chaotic maps significantly enhance the randomness of the keys compared to
traditional random keys, making the proposed methods suitable for applications requiring high
levels of authentication, such as federal government agencies and medical imagery. After a
thorough investigation, it was determined that the three proposed techniques outperformed
traditional methods in several aspects: (i) achieving the minimum MSE value, (ii) obtaining a
larger cross-correlation coefficient value, (iii) maximizing PSNR, (iv) closely approximating
the practical value of UACI to 33%, and (v) maintaining the entropy value of the decrypted
image close to the original. These algorithms demonstrated high robustness against severe
composite attacks, although they introduced increased complexity to the security system.
Simulation results of hybrid watermarking and steganography, particularly with the DCT
method, showed a UACI value closer to the practical benchmark of 33%, suitable for
applications such as retail stores and federal government agencies. Conversely, the DWT-based
method exhibited a decrypted image histogram closer to the original, making it applicable in
political and governmental contexts. Thus, the proposed algorithm is recommended for real-
time applications where high levels of security are necessary. Future directions for research
include exploring hybrid combinations of chaotic maps with different parameters for
generating keys, implementing the proposed methods on hardware platforms such as Field
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Programmable Gate Arrays (FPGASs) and microcontrollers, and extending the techniques to
digital color videos.
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